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2 Introduction

GPON network belongs to one of the varieties of passive optical PON networks. This is one of the most
modern and effective solutions for "last mile", which allows significant savings on cable infrastructure and
provides data transmission speed of up to 2.5 Gbps downlink and 1.25 Gbps uplink. The use of GPON-based
solutions in access networks makes it possible to provide end users with new IP services together with
traditional ones.

The main advantage of GPON is the use of a single line terminal (OLT) for multiple subscriber devices (ONT).
OLT is a converter of Gigabit Ethernet and GPON interfaces, which serves to connect the PON network with
higher-level data transmission networks. The ONT device is designed to connect customers' equipment to
broadband access services. It can be used in residential areas and business centers.

The user manual describes the purpose, main technical specifications, configuration rules and monitoring of
the optical network terminal NTU-MDS500P.

Notes and Warnings

© The tips contain important information or recommendations for using and configuring the device.

& The notes contain additional information on using and configuring the device.

© Warnings inform of the situations when actions may harm the device or a user, lead to fault operation
of the device or data loss.
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3 Product Description

3.1 Purpose

NTU-MDS500P is an optical network terminal that has four 10/100/1000BASE-T ports with support for IEEE
802.3at PoE+ technology. NTU-MD500P provides up to 30 W of power on 10/100/1000BASE-T ports with a
PoE power budget of 65 W.

Support for PoE technology allows NTU-MD500P to supply power via UTP cable to IP phones, wireless access
points, IP cameras and other PoE-enabled devices.

The advantage of GPON technology is the optimum use of bandwidth. This technology is the next step to
provide new high-speed internet connection at home and in offices. Designed to deploy a network inside a
home or building, NTU-MD500P provides reliable connection with high bandwidth over long distances for users
living and working in remote apartment buildings and business centers.

3.2 Overview
NTU-MD500P has the following interfaces:

+ 1 PON SC/APC port for connecting to the operator's network (WAN);
* 4 Ethernet RJ-45 LAN ports (10/100/1000BASE-T) for connecting network devices (LAN).

NTU-MD500P supports the following functions:

* PoE management and monitoring via OMCI:
* ONU-G::PSE overload yellow;
* ONU-G::PSE overload red;
+ Physical path termination point Ethernet UNI::Power control;
« Power over Ethernet control::Operational state;
« Power over Ethernet control::Power detection status;
- Power over Ethernet control::Power classification status;
« Power over Ethernet control::Current Power Consumption;
« Power over Ethernet control::AVC;
« Power over Ethernet control::Power priority.
* Network functions:
+ support for TR-069;
+ operation in "bridge" or "router" mode;
+ PPPoE (auto, PAP-, CHAP-, MSCHAP-authorization);
+ IPoE (DHCP client and static);
+ DNS (Domain Name System);
+ DynDNS (Dynamic DNS);
+ UPnP (Universal Plug and Play);
* VPN in L2TP mode;
* L2TP over IPsec;
+ IPsec (trasport mode);
+ NAT (Network Address Translation);
« NTP (Network Time Protocol);
+ QoS (quality of service mechanisms);
* IGMP-snooping;
* IGMP proxy;
+ VLAN according to IEEE 802.1Q.
* Firmware update via TR-069, OMCI, HTTP, TFTP;
* Remote monitoring and configuration:
+ SNMP-agent OLT;
« CLIOLT.
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The figure below shows the use case of NTU-MD500P.

Splitter NTU-MD500P

Figure T — NTU-MD500P use case

3.3 Technical specifications
The main technical parameters of the terminal are given in Table 1:

Table 1 — Technical specifications

Parameters of LAN Ethernet interfaces

Number of interfaces 4

Electrical connector RJ-45

Data rate Auto-detection, 10/100/1000 Mbps, duplex/half duplex
Supported standards IEEE 802.3i T0BASE-T Ethernet

IEEE 802.3u T00BASE-TX Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3x Flow Control
IEEE 802.3 NWay auto-negotiation
IEEE 802.3af
IEEE 802.3at
PON interface parameters
Number of interfaces 1
Supported standards ITU-T G.984.x Gigabit-capable passive optical networks (GPON)

ITU-T G.988 ONU management and control interface (OMCI)
specification

IEEE 802.1Q Tagged VLAN

IEEE 802.1P Priority Queues

IEEE 802.1D Spanning Tree Protocol

Connector type SC/APC
corresponds to ITU-T G.984.2, ITU-T G.984.5 Filter, FSAN Class B+,
SFF-8472

Transmission medium Fiber OptiC cable SMF — 9/1 25, G.652

Split ratio Upto 1:128



Maximum distance

Transmitter:

« Transmitter power

« Spectrum width (RMS)

Receiver:

« Downstream data rate

« Receiver sensitivity

Optical overload of the receiver
Management

Local management

Remote control

Firmware update

Access restriction
General parameters

Power supply

Maximum power consumption
Operating temperature range
Relative humidity

Dimensions (W x H x D)

Form factor

Weight

Upstream data rate

20 km

1310 nm

1244 Mbps

From +0.5 dBm to +5 dBm
1nm

1490 nm

2488 Mbps

From -8 to -28, BER<1.0x1071°

-8 dBm

Web, CLI
TR-069, OMCI
OMCI, TR-069, HTTP, TFTP

By password

110-250 V AC, 50-60 Hz
80 W

From 0 to +40 °C

No more than 80%

267 x 44 x 178 mm

19", size 1U

1.56 kg

NTU-MD500P. User Manual
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3.4 Design

This section describes design and indicators layout of the device. Images of the front, back and side panels of
the device are shown in the section, connectors, LED indicators and controls are described.

NTU-MDS500P is enclosed in a metal case suitable for 19” rack, the height of the case is 1U.

3.4.1 Front panel layout

The device front panel layout is shown in Figure 2.

110-250 V AC 50-60 Hz HELTEX NTU-MD500P !

é CLASS 1
LAN 10/100/1000 LASER DEVICE

—
PON |

| e
\ R il
status © © 000 D Q Link
|
LT | | L
\ \ {

5 1 2 1 3 4 1

Figure 2 — NTU-MD500P front panel

Table 2 — Description of connectors and front panel controls

Ne Front panel element Description
1 Power Device power indicator
Status Device operation indicator
Alarm Indicator of optical signal absence
Link Indicator of optical interface operation
PoE 1-4 Status indicators of PoE ports
2 F Functional button to restart the device and reset to factory settings:

- pressing the button for less than 10 seconds restarts the device;

- pressing the button for more than 10 seconds resets the device to the factory

settings.
3  LAN10/100/1000 1..4 4 RJ-45 ports for connecting network devices
4  PON PON SC port (socket) of the GPON optical interface
5 110-250 V AC 50-60 Hz Connector for AC power source
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3.4.2 Side and back panels of the device

Figure 3 — NTU-MD500P back panel

Back panel element

Ne

Earth bonding point

Q
SEOSOZ@

OO0

Figure 4 — NTU-MD500P left-side panel

There are ventilation grilles on the side and back panels of the device, which serve to remove heat. Do not

cover the ventilation grilles, it can lead to overheating of the device components and cause malfunctioning.

See recommendations for device installation in the Installing and connecting NTU-MD500P section.

10



3.5 Light indication

System indicators (Power, Status, Alarm, Link) are used to determine the operation status of the device nodes.

NTU-MD500P. User Manual

Table 3 — Light indication of device status

Indicator
name

Power

Status

PoE 1-4

Alarm

Link

LAN P1..P4

Indicator status

Solid green
Off

Solid red
Solid green

Green, flashing
slowly

Solid green

Solid red

Off

Off
Solid red
Off

Green,
flashing fast

Solid green

Green, flashing
slowly

Red, flashing
slowly

Green
Orange

Flashing

3.6 Delivery package

Device status

The power is on, the device is operating normally

The power is off

The moment the drivers are lauching

The device has a configuration which differs from the default one

The default configuration is set on the device

The PoE consumer is connected, the power supply is in on (the indicator
corresponds to a port).

PoE error on port

PoE consumer is not connected

Normal operation of the device
There is no optical signal
The device is loading

Getting settings via OMCI

The device has been successfully configured via OMCI.

Configuration is absent (authorization)

No signal from OLT

10/100 Mbps connection has been established
1000 Mbps connection has been established

The process of packet data transmission

The basic delivery package of NTU-MDS00P device includes:

+ Subscriber terminal NTU-MD500P;

« Power cord with euro plug C-13, 1.8 m;
« Mounting kit for installing into 19" rack;
+ Technical passport.

11
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4 Installing and connecting NTU-MD500P

4.1 Operating conditions and installation procedure

This chapter describes procedure of installation into 19" rack and connection to a power supply.

4.1.1 Safety requirements

General requirements
When working with the device, it is necessary to comply with safety regulations for the operation with electrical
installations.

o

It is forbidden to work with the device to persons who are not allowed to operation in accordance with
the safety requirements.

wnN

o s

. The operation of the device must be carried out by engineering and technical personnel who have

received special training.
Connect only fault-free auxiliary equipment to the terminal.
The terminal is designed for twenty-four-hour operation under the following conditions:

« ambient temperature from 0 to +40 ° C;

+ relative humidity up to 80 % at 25 °C;

- atmospheric pressure from 6.0x10* Pa to 10.7x10* Pa (from 450 to 800 mm Hg).
Do not expose the device to mechanical shocks and vibrations, as well as smoke, dust, water, chemicals.
In order to avoid overheating of the device components and disruption of its operation, it is forbidden to
cover the ventilation grilles and place objects on the surface of the device.

Electrical safety requirements

1.

2.

3.

Before connecting the terminal to a power source, it is necessary to ground the device case using the
earth bonding point (Figure 3). A grounding wire must be securely fixed to the earth bonding point. The
resistance value between the earth bonding point and ground bus must not exceed 0.1 Ohm. Before
connecting measuring instruments and a PC to the device, they must be previously grounded. The
potential difference between the device case and measuring instruments should not exceed 1 V.
Before turning on the device, make sure that the cables are intact and securely attached to the
connectors.

When installing or removing the case, make sure that the power supply of the device is switched off.

4.1.2 Installation procedure

Before installing and switching on, it is necessary to check the device for visible mechanical damage. In case
of damage, stop installing the device, draw up an appropriate report and contact the supplier. If the device has
been exposed to low temperature for a long period of time, it should be kept at room temperature for two
hours before operation. After a long stay of the device in high humidity conditions, it is necessary to keep it
under normal conditions for at least 12 hours before switching on.

Mounting
The terminal package includes brackets for installation in a rack and screws for fixing brackets to the device
case. To install the brackets:

Step 1. Align the four screw holes on the bracket with the same holes on the side panel of the device.
Step 2. Using a screwdriver, attach the bracket with screws to the case.
Step 3. Repeat steps 1 and 2 for the second bracket.

12
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Figure 5 — Mounting brackets

Installing into a rack
To install the device in a rack:

« Step 1. Attach the device to the vertical rails of the rack.

« Step 2. Align the holes of the brackets with the holes on the rack rails. Use the holes in the rails at the
same level on both sides of the rack so that the device will be positioned strictly horizontally.

+ Step 3. Use a screwdriver to attach the device to the rack with screws.

OLOO000000,

)
OOO0000000006088 8000000000

Figure 6 — Mounting brackets

The device has horizontal ventilation. Ventilation grilles are located on the side panels of the device. Do not
cover the ventilation grilles to avoid overheating of the device components and malfunctioning.

& To avoid overheating and provide the necessary ventilation, the device must be placed so that there is
at least 10 cm of free space above and below it.

13
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4.2 Connecting the device
1. Connect LAN port of NTU-MD500P and Ethernet port of your PC using an Ethernet cable.

E

110-250 V AC 50-60 Hz AELTEX NTU-MD500P !

1
LAN10/100/2000 % usseroew ce

4—

P PE—— PoN !
Power® G 102 3 4 O Alarm |

Figure 7 — Connecting the device to the computer
2. Connect the optical cable provided by the Internet service provider to the PON connector of the device.

Internet service
provider's
network

= = R

AELTEX NTU-MD500P |

LAN 10/ 100/1000 A\ siomice

r r—PoE—‘
power®Q o OALarm

Figure 8 — Connecting the device to an Internet service provider's network

3. Connect the terminal to 220 V power supply network using the power adapter included into the delivery
package. Wait until the device is fully loaded.

=

‘ 110-250 V AC 50-60 Hz AELTEX NTU-MD500P !
|
I
I

ccccc
_w m/:co/wuo LasER DEVICE
L P
y power® o O Aarm |
status © O Link

Figure 9 — Connecting the device to the power supply

14



NTU-MD500P. User Manual

5 Device architecture

Filter 1

Filter 2

PON

gpondef =8 WANConnectionDevice br0

Filter 3

Filter 5 Filter 4

Ipinterfacel

Figure 10 — Logical architecture of the device with the factory configuration
The main elements of the device:

+ Optical transceiver (SFF module) is designed to convert an optical signal into an electrical one;
* Processor (PON chip) — is a converter of Ethernet and GPON interfaces.

In the factory configuration, the following logic blocks are present (Figure 10):

* Br0;
+ eth0..3;
* |PInterface.

The br0 block in this case is intended for combining LAN ports into one group.

The eth0..3 blocks are physically Ethernet ports with an RJ-45 connector for connecting a PC, STB or other
network devices. Logically included in the br0 block.

The Filter and Marking blocks are designed to put local interfaces in one group (in the br0 block). These
blocks are responsible for the traffic transmission rules, the Filter blocks are responsible for incoming traffic
on the interface, the Marking blocks are responsible for outgoing traffic.

The ipinterface1 block is a logical object where IP address for access to the local network is stored, as well as
a DHCP server that distributes addresses to clients.

15
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6 Configuring the device via web interface. Admin access.
Getting started
To configure the device, you need to connect the device via a web browser:

1. Open a web browser (web page viewer), for example, Firefox, Google Chrome.
2. Type the device IP address in the browser's address bar

© The default IP address: 192.168.0.1, subnet mask: 255.255.255.0

If the connection is successful, a page with the authorization request will be displayed in the browser
window:

NTU-MD500P

Autherization

Passworc

[ Logir

3. Enter username and password
© Default user name — admin, password — password.

4. Click the "Login" button. The starting page of the device's web interface will be displayed in the browser
window.

Changing the password

In order to avoid unauthorized access, it is recommended to change the password for further operation. To
change the password in the menu Admin, section "Password’, in the field "Old Password" enter the current

password in the fields "New Password" and "Confirm new password" enter a new password. To save changes,
click the Apply Changes button.

Password Configuration

This page is used to set the account to access the web server of your
Device. Empty user nama and password will disable the protection.

UserName: admin ¥
Old Password:

MNew Password:
Confirmed Password:

Apply Changes Reseat

16



Elements of the web interface

General view of the device configuration window is shown below.

NTU-MD500P

NTU-MD500P. User Manual

| Status
[CILAN
AN

W Services
.-!Il"-’drltq‘

W Diagnostics
[ Admin

i Slatistics

Device Status

his page shows the current status and some basic settings of the device.
System
Board Type NTU-MD530F
Serial Number GP51000024
POM Serial 454C 545852000003
Base WAN MAC E4:58: D4 EDE21F
Hardware Version 1v1
Uptime 1:39
Date/Time Thu Jan 101:29:33 1970
Image 1 Firmware Version [Active} 2.4.1.323
Image 2 Firmware Version
CPU Usage 1%
Memory Usage 11%
Name Servers
IPv4 Default Gateway
IPvE Default Gateway

LAN Configuration

IF Address 192.168.0.1
Subnet Mask 255.255.255.0
DHCP Server Enabled
MAC Address e4:5a:d4:ed:e2:1f
WaNConfiguration
WLAN Connaction P Subnat 1 IGMP
Interface | & MM’.[ Typa Protocol | | @ iress| mask GatswaleiPT Firewall F B02.1p |Status
|LTI'P Configuration I
| Interface | Protocol | Local IP Address |Ilemm 1 Addrn5:| Status |

Refresh

The user interface can be divided into 3 parts :

1. The navigation tree of the device settings menu.
2. The main window of selected section settings.

3. Change user button.

17



6.1 Status menu. Device information

6.1.1 Device submenu. General information on the device

NTU-MD500P. User Manual

The section displays general information on the device, the main parameters of LAN and WAN interfaces.

System

Status — Device

| Status
[Lan
wan

| Services

[ Advance
| Diagnostics
[ Admin

| Statistics

Device Status

This page shows the current status and some basic settings of the device.

System

Board Type

NTU-MDS500P:rev.B

Serial Number

GPSF000024

PON Serial

454C54588F000003

Base WAN MAC

CC:9D:A2:DC:DC:0C

Hardware Version

2v0

Uptime

6 days, 8 min

Date/Time

Wed Jan 7 00:08:32 1970

Image 1 Firmware Version (Active)

2.4.7.52

Image 2 Firmware Version

2.4.7.52

CPU Usage

1%

Memory Usage

11%

Name Servers

IPv4 Default Gateway

IPv6 Default Gateway

LAN Configuration

IP Address 192.168.0.1

Subnet Mask 255.255.255.0

DHCP Server Enabled

MAC Address cc:9d:a2:dcde0c

WANCoenfiguration

Connection

Interface MAC Protocol

VLAN
j )

Subnet

Mask Gateway

P
Address

NAPT

Firewall

IGMP
Proxy

802.1p|5tatu5

L2TP Configuration

Interface | Protocol | Local IP Address |RemoteIPAdrjress|

Status

Refresh |

* Board Type — hardware model;

« Serial Number — serial number of the device;
* PON Serial — serial number of the device in PON network;
+ Base WAN MAC — WAN MAC address of the device;
« Hardware Version — hardware version of the device;
+ Uptime — device operation time;

« Date/Time — the current time on the device;

+ Image 1 Firmware Version (Active) — current firmware version;
+ Image 2 Firmware Version — backup software version;

+ CPU Usage — percentage of CPU usage;

+ Memory Usage — percentage of memory usage;
« Name Servers — name of DNS server;

* IPv4 Default Gateway;
+ IPv6 Default Gateway.

LAN Configuration

+ |IP Address — IP address of the device;
+ Subnet Mask — network mask of the device;
« DHCP Server — status of DHCP server;
+ MAC Address — MAC address of the device.

18



WAN Configuration

+ Interface — interface name;

« VLAN ID — VLAN ID of the interface;

+ MAC — MAC address of the interface;
+ Connection Type,

* Protocol — the protocol used,;

+ IP Address — IP address of the interface;
« Subnet Mask;

+ Gateway,

* NAPT — NAPT state;

* Firewall — firewall status;

* IGMP Proxy — IGMP Proxy status;

+ 802.1p — 802.1p mark;

+ Status — interface status.

L2TP Configuration

+ Interface — interface name;

* Protocol — the protocol used,;

+ Local IP Address — the IP address of the L2TP interface;
* Remote IP Address — server IP address;

+ Status — interface status.

To update the data on the page, click Refresh.

6.1.2 IPv6 Status submenu. IPv6 System Information
The section displays the current status of the IPv6 system.
Status - IPv6

NTU-MD500P. User Manual

I Status IPv6 Status
|—,Device R 4 N—— - —
|—.IP\:6 This page shows the current system status o 6.
[(|roN
| LAN = z
|— LANConfiguration
[lLan
i WAN IPve Address
|l Services IPv6 Link-Local Address feB0::cedd:a2ff:fedc:dc0c/128
[ Advance
|l Diagnostics Prefix Delegation
[ Admin Prefix
[ Statistics
WANConfiguration
Interface VLAN ID CGT;‘;:IDH Protocol IP Address Status
| Refresh |
LAN Configuration

- |Pv6 Address;
* |IPv6 Link-Local Address — local IPv6 address.

Prefix Delegation
* Prefix — prefix of IPv6 address.
WAN Configuration

« Interface — interface name;
* VLAN ID — VLAN ID of the interface;
+ Connection Type,

19



* Protocol — the protocol used,;

+ IP Address — IP address of the interface;

 Status — interface status.

To update the data on the page, click Refresh.

6.1.3 PON submenu. Optical module status

The section shows the current state of the PON interface.

Status — PON

| Status
r |Device
[Clipve
[|Pon
[ClLan
[Lan
[ WaAN
[l Services
[l Advance
| Diagnostics
[ Admin
[l tatistics

PON Status

This page shows the current system status of PON.
PON Status

Vendor Name

Part Number

Temperature 45.148438 C
Voltage 3.352300 vV
Tx Power 4.185333 dBm
Rx Power -inf dBm

Bias Current 6.250000 mA
GPON Status

ONU State 01

ONU ID 255

LOID Status Initial Status

Refresh |

PON Status

« Vendor Name — PON chipset vendor's name;
* Part Number — part number of PON chipset;

+ Temperature — current temperature;

+ Voltage;

+ Tx Power — transmission power;

* Rx Power — signal power at reception;
* Bias Current.

GPON Status

+ ONU State — a status of authorization on OLT (01 -> 02 ->03-> 04 ->05);

* ONU ID — device ID on OLT;

NTU-MD500P. User Manual

+ LOID Status — authorization status on OLT (Initial -> Standby -> Serial Number -> Ranging - Operation).

To update the data on the page, click Refresh.
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6.1.4 LAN submenu. Information on the status of LAN interface

In this section, you can view the main parameters of LAN interfaces.

Status - LAN

| Status
["|Device
[Cj1pve
[ron
[Clan

[jLan

AN

[l Services

[l Advance

|l Diagnostics

[ Admin

[ Statistics

LAN Port Status

This page shows the current LAN Port status.

LAN1 Up; 1000M, Full Mode
LAN2 Down
LAN3 Down
LAN4 Down

Refresh

To update information in the table, click Refresh.

6.2 LAN menu. Configuring LAN interface

In this section, you can configure the main characteristics of wired and wireless LAN interfaces.

LAN

|l Status
[Lan

[ WAN

[ Services

| Advance
[ Diagnostics
[ Admin

[ Statistics

LAN Interface Settings

This page is used to configure the LAN interface of your Device. Here
you may change the setting for IP addresses, subnet mask, etc..

InterfaceName: |LANIPInterface

Subnet Mask: 255.255.255.0

IPv6 Address: |feEEI: 1}

IPV6 DNS :

o HGWProxy hd
Prefix Mode: WANDelegated v

WAN Interface:
Firewall: @ pisabled () Enabled
IGMP Snooping: | O Disabled @ Enabled

| Apply Changes |

« InterfaceName — interface name;

* |P Address — IP address of the interface;

« Subnet Mask — interface subnet mask;

« |Pv6 Address;

* IPv6 DNS Mode — configure the mode of domain names usage:
« HGWProxy — configure DNS mode for IPv6;
+ WANConnection — use the WAN interface to get the DNS server address;
+ Static — specify a static DNS server address (IPvé DNS1, IPv6 DNS2).
+ Prefix Mode — configure prefix reception mode (from WAN interface or statically):
+ WANDelegated — the option of delegating prefixes received from the provider;

« Static — specify prefix statically.

« WAN Interface — select WAN interface to be used when WANDelegated.
* Firewall (Enabled/Disabled) — enable/disable firewall for LAN interface;
+ IGMP Snooping (Enabled/Disabled) — enable/disable IGMP Snooping.

To save changes, click Apply Changes.
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6.3 WAN menu. Configuring WAN interface

6.3.1 PON WAN submenu
In this section, you can configure the PON WAN parameters.
WAN - PON WAN

[l Status PON WAN
[JLan
WA This page is used to configure the parameters for PONWAN
lllzgz WAN
[l Services Enable VLAN: |/
[ Advance VLAN ID: 802.1p_Mark
[ Diagnostics Channel Mode:
[ Admin Interface Grouping:
[ Statistics B
Enable NAPT:
Admin Status: @ Enable O Disable

Enable firewall:

Connection Type:
Default Route: Disable Enable
Enable IGMP-Proxy:

| Apply Changes | | Delete

« Enable VLAN;
« VLAN ID — VLAN identification number;
+ 802.1p_Mark — 802.1p priority;
« Channel Mode — VLAN interface operation mode;
* Bridged;
* IPoE — getting an address via the DHCP protocaol;
* PPPoE — installing a point-to-point tunnel over Ethernet.
* Interface Grouping — select a group of interfaces;
+ Group name — name of the interface group;
+ Enable NAPT — enable NAPT (Network address port translation) function;
+ Admin Status (Enable/Disable) — enable/disable administrative status;
« Enable Firewall;
+ Connection Type — type of service provided on the WAN;
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« Default Route (Enable/Disable) — enable/disable the use of the selected interface as a default gateway;

+ Enable IGMP-Proxy — enable interception and forwarding of IGMP messages.
To save changes, click Apply Changes, to delete — Delete.
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6.3.2 VPN submenu

6.3.2.1 L2TP submenu. Setting up an L2TP VPN

In this section, you can configure the virtual connection parameters L2TP VPN. The L2TP protocol is used to
create a secure connection channel over the Internet between a remote user's computer and a local computer.

WAN - VPN - L2TP

[ Status L2TP VPN Configuration
rtA:N This page is used to configure the parameters for L2TP mode VPM.
-.w
["JPON wan L2TP VPN: @ Disable O Enable
PN
L2t
[ Server:
|—iIPsec
[ Services Tunnel Authentication:
[l Advance Tunnel Authentication Secret:
[ Diagnostics PPP Authentication:
I Admin PPP Encryption:
[l Statistics

UserName:

Password:

PPP Connection Type:

Idle Time (min):

MTU: 1458

Default Gateway: O
Apply Changes

L2TP Table:

Tunnel PPP Default -
i i Lot Authentication Authentication add Gateway i

| Delete Selected |

L2TP VPN is a mode in which access to the Internet is carried out through a tunnel using the L2TP protocol.
When Enable is selected, the following parameters will be available for editing:

+ Server — L2TP server address (domain name or IP address in IPv4 format);

+ Tunnel Authentication — enable authentication;

+ Tunnel Authentication Secret — authentication key;

* PPP Authentication — select authentication protocol used on L2TP server to validate connections;

« PPP Encryption — select data encryption protocol to be used (only for the CHAPMSv2 authentication
method);

+ UserName — the username for authorization on L2TP server;

« Password — password for authorization on L2TP server;

* PPP Connection Type,

« Idle Time (min) — idle time in seconds, breaks an inactive connection after a specified time (only for
establishing a connection on demand (dial-on-demand));

« MTU — the maximum size of the data block transmitted over the network (the recommended value is
1462);

+ Default Gateway — select whether the created tunnel will be a default L2TP gateway.

To save changes, click Apply Changes.

In the L2TP Table, you may view the status of a virtual L2TP VPN connection. To delete a certain entry, select
the position and click Delete Selected.
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6.3.2.2 IPsec submenu. Configuring IP Security
This page is used to configure settings for VPN in IPsec mode.
WAN - VPN - IPsec

[ Status IPsec VPN Configuration
D:VA.QNN This page is used to configure the parameters for IPsec mode VPN.
["1PoM wan o
VN Negotiation Type ® putomatic ) Manual
|—,L2TP Auto Configure:
|—.IPsec Mode
[ Services
[l Advance Remote:
|l Diagnostics Tunnel Addr.
[l Admin
[l Statistics Local:

Tunnel Adr

Security Option:

Encapsulation Type
IKE Auth Method
Pre shared key |:|

Advanced Option C

| Add/Save |

IPsec Information List:

| Delete Selected | | Enable || Disable ‘

Certificate Management:

cert.pem | Choose File | No file chosen | upload |

privkey.pem | Choose File |I'~.I0 file chosen | Upload |

+ Negotiation Type — select the type of negotiation: automatic or manual one;
+ Negotiation Type — Automatic:
* Mode — IPsec operation mode (only transport mode is supported);
* Remote Tunnel Addr. — server IP address;
* Local Tunnel Addr. — local IP address;
+ Security Option:
+ Encapsulation Type,
* IKE Auth Method — IKE authentication method (Pre-shared key or Certificate);
* Pre shared key — set shared key (if using Pre-shared key method);
+ Advanced Option — set up advanced security options:
* Filter Option:
* Protocol,
* Port.
 IKE Phase 1 — setting up the first phase:
* Negotiation Mode — negotiation mode: main or aggressive;
* Keepalive Time — session uptime in seconds;
* IKE Algorithm 1-4 — select key exchange algorithms.
* IKE Phase 2 — setting up the second phase:
« pfs_group mode — select PFS(DH) group;
* Encrypt Algorithm — encryption algorithm;
+ Auth Algorithm — authentication algorithm;
* Keepalive Time — session uptime in seconds;
+ Keepalive Byte — bytes to keep session active, KB.
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* Negotiation Type — Manual:
+ Mode — IPsec operation mode (only transport mode is supported);
* Remote Tunnel Addr. — server IP address;
* Local Tunnel Addr. — local IP address;
+ Security Option:
* Encapsulation Type;
+ Encapsulation Type — ESP:
+ ESP Encrypt Algorithm — ESP encryption algorithm;
+ ESP Encrypt Key — ESP encryption key;
+ ESP Auth Algorithm — ESP authentication algorithm;
+ ESP Auth Key — ESP authentication key.
* Encapsulation Type — AH:
+ AH Auth Algorithm — AH authentication algorithm (md5 or sha1);
+ AH Auth — AH authentication key.
* Encapsulation Type — ESP+AH:
+ ESP Encrypt Algorithm — ESP encryption algorithm;
+ ESP Encrypt Key — ESP encryption key;
+ ESP Auth Algorithm — ESP authentication algorithm;
+ ESP Auth Key — ESP authentication key;
+ AH Auth Algorithm — AH authentication algorithm,;
+ AH Auth — AH authentication key.
+ Advanced Option — set up advanced security options;
* Filter Option:
* Protocol,
*+ Port.

* Certificate Management — select and download a management certificate. Click Select File to select the

certificate then click Upload.
To save changes, click Add/Save.

In the table IPsec Information List, you can view, enable, disable and delete (Delete Selected) the created
rules.
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6.4 Services menu. Configuring services

6.4.1 DHCP Settings submenu. Configuring DHCP
In this section, a DHCP server or a DHCP repeater is configured.

+ DHCP Mode — select operation mode:
+ NONE — DHCP is disabled:;
* DHCP Server — operation in the DHCP server mode;
* DHCP Relay — operation in the DHCP relay mode.

Services — DHCP (DHCP Server is selected)

| Status DHCP Settings
[MLen
= This page is used to configure DHCP Server and DHCP Relay,
i Services o

["oHee DHCP Mode: (UNOME  (ODHCP Relay @ DHCP Server

OGS

[rirewall Enahle the DHCP Server if you are using this device as a DHCP server. This page lists the IP address poals available to hosts on your

|—-UPnP LaM, The device distributes numbers in the pool to hosts on your network as they request Internet access,

[rrr
i sdvance LAN IP Address: 192,168.0.1 LAN Subnet Mask: 255.255.255.0
M Piagnostice 192.168.0.10 192.168.0.254
il drin 1P Pool Range: | — |_ | —
B Siatitice | Show Client |

Subnet Mask: 255.255.255.0
. 86400 seconds (-1 indicates an infinite
Max Lease Time:
lease)
DomainName: |HDme
Gateway Address: 192.168.0.1
DNS option: ®Uss DNS Prowy O St Manually
| 2pply changes | | Port-Based Filter | rMac-pased assignment |

* IP Pool Range — the range of addresses issued to clients;
+ Show Client — a button for viewing clients who have leased addresses. When enabled, a table with
information about the DHCP clients leased addresses is displayed;

« Subnet Mask — subnet mask;

+ Max Lease Time — maximum lease time, -1 for timeless lease;

« DomainName — domain name;

+ Gateway Address — gateway address;

« DNS option — defines DNS operation:
+ Use DNS relay — the ONT address will be issued as DNS and all requests will be relayed via ONT;
+ Set manually — set DNS manually.

To save changes, click Apply Changes.
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Port-Based Filter configures filtering according to ports, MAC-Based Assignment — according to MAC

addresses.
Services - DHCP (DHCP Relay is selected)
i Status DHCP Settings
[JLam _ .
AN This page is used to configure DHCP Server and DHCF Relay,
B Services <
r.DHCP DHCP Mode: (JMNOME @DHCP Relay () DHCF Server
oS
Firewall This page is used to configure the DHCP Server IP Address for CHCP Relay,
[upne
|_|R1p DHCP Server IP Address: [172.19.31.4
I Acvance | &pply Changes |
[ Diagnostics
[ Admin
[ Statistics

* DHCP Server IP Address — IP address of remote DHCP server, which will be used for DHCP Relay.

To save changes, click Apply Changes.

6.4.2 DNS submenu

6.4.2.1 Dynamic DNS submenu. Dynamic Domain Name System Settings

Dynamic DNS (dynamic domain name system) allows updating information on DNS server in real time and
(optionally) in automatic mode. It is used to assign a permanent domain name to a device (computer, router,
for example NTU-RG) having dynamic IP address. IP address might be obtained via IPCP in PPP connections

or via DHCP.

Dynamic DNS is often used in local networks, where clients receive an IP address via DHCP, and then register

their names in the local DNS server.
Services - DNS - Dynamic DNS

T20 Settings:

| add || Modify || Rermove |

Dynamic DNS Table:

Select State Hostname UserMame Service

[ Status Dynamic DNS Configuration
L&
|— A This page is used to configure the Dynarmic DNS address from DynDMS.org or TZ0 or Mo-IR. Here you can Add/Remove to configure
= Dynamic DS,
i Services
|DHCP
N Enable:
miDNS :
|— Dynamic DS DDNS Provider: | DynDNS.org v
[Firewall Hostname: |
[Jurrp Interface
[JriP DynDns,/ No-IP Settings:
| &cvance
[ Diagnostics e | |
| Adrnin
i Statistics Password: | |

Status

+ Enable — when selected, DHCP server is used (network devices will receive IP addresses dynamically,

from the range below);

« D-DNS Provider — select the type of D-DNS service (provider): DynDNS.org, No-IP.com;
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+ Hostname/Intereface — if you use another provider, you should specify the name (Hostname) and
address (Interface) of the provider manually.

DynDns/No-IP Settings:

* UserName — user name;
+ Password — password for authorization on the service selected for D-DNS operation.

The section displays Dynamic DNS Table with a list of available DNS and its parameters. To add an entry, click
Add. To change/delete a position, select it and click Modify or Remove.

6.4.3 Firewall submenu. Configuring the firewall

6.4.3.1 ALG On-Off Configuration submenu. Enabling disabling ALG services.
In this section, you can enable or disable ALG and Pass Through services.

Services - Firewall — ALG

[ Status NAT ALG and Pass Through Configuration
(RE _ . .
= This page is used o enable/disable ALG and Pass Through services,
i Services T —
[M|oHce IES:
oS FTP ® Enzble :.3 Disable
Firewall TFTF (I Disable
[MaLe Ha223 C)Disable
[ 1P /Part Filtering LZTP Cipisable
I:-MAC Fittering IPSec O Disable
|Paort Forwarding o OBl
[MurL Blocking e
= : : FPTF (Disable
[ |Domain Blocking i N
|—,DMZ | Apply Changes |
[ juprp
[rP
|l &dvance
[l Dizgnostics
|l &dmin
[ Statistics

Please, do not forget to click Apply changes, to save changes made.
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6.4.3.2 IP/Port Filtering submenu. Configuring address filtering

Address filtering settings are available in this menu. The IP filtering function allows you to filter traffic passing
through the router according to IP addresses and ports. The use of such filters can be useful to protect or put
restrictions on the local network.

Services - Firewall - IP/Port Filtering

i Status IP/Port Filtering
|L&M
r.WAN Entries in this table are used to restrict certain types of data packets through the Gateway. Use of such filters can be helpful in
L4 SeCuUring or restricting your local netwark.
i Services
|DHCP . g ~ -
|— Outgoing Default Action  ODeny @ allgw
oS - i
Firewall Incoming Default Action  ®peny O allow
(e [ Apply Changes |
r IP/Port Filtering -
[Mec Fittering Direction: | Qutgaing v Protocol: Rule Action ® peny O Allow
Port Forwardin
r 3 d Source IP Address: I:I Subnet Mask: | | Port: | |—| |
r |URL Blocking
F Domain Blacking Destination IP Address: \:I Subnet Mask: | | Port: | |—| |
[omz WAN Interface:
[JuPnP (aad |
MR —
i Advance Current Filter Table:
IDiagnostics Select Direction protocol Source IP T Destination [P Destination WAN Rule
[ &dmin Address Address Port  Interface Action
[ Statistics
| Delete Selected | | Dalete All |

Default settings

+ Outgoing Default Action Deny/Allow — filtering of outgoing packets;
*+ Incoming Default Action Deny/Allow — filtering of incoming packets.

To save changes made, click Apply Changes.
To add a filter, complete the appropriate fields and click Add:

« Direction — direction of packet transmission (outgoing/incoming);
* Protocol — filtering protocol;
* Rule Action — packet processing policy (Deny/Allow);
» Source IP Address;
« Subnet mask;
* Port.
» Destination IP Address;
« Subnet mask;
* Port.
« WAN Interface — incoming interface.

The added filters are displayed in Current Filter Table. The entries in this table are used to restrict certain
types of data packets through the gateway. To delete a certain filter, select an entry and click the Delete
selected button, to delete all filters — Delete All.
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6.4.3.3 MAC Filtering submenu. MAC address filtering settings

The section helps to configure filtration based on MAC addresses, which allows you to forward or block traffic
according to MAC address of the source and recipient.

Services - Firewall - MAC Filtering

[ Status MAC Filtering for bridge mode
[MLan
U Entries in this table are used to restrict certain types of data packets from your local network to Internet through the
— Gateway. Use of such filkers can be helpful in securing or restricting your local network,
| Services
[ |oHcP 5 LA
Outgoing Default Action 'Deny '® Allow
s . . e ———
Firswall Incoming Default Action C'Deny @ Allow | &pply changes |
[MaLe
[Pt Filtering
["IMac Filering Direction: Outgoing v
[ IFort Farwarding Source MAC Address:
[ \URL Blacking Destination MAC Address: [00:00:00:00:00:00
|— |Dormain Blocking -
oMz Rule Action ® Deny O allow
[ Jupre [ Add |
[MrIp
|l Advare Current Filter Table:
[l Diagrostics Select Direction Source MAC Address Destination MAC Address Interface Rule Action
[ &drmin
[ Statistics | Delete Selectzd | | Deletz All |

+ Outgoing Default Action — default packet processing policy for outgoing traffic (Deny (drop out) / Allow

(transmit));
+ Incoming Default Action — default packet processing policy for incoming traffic (Deny (drop out) / Allow

(transmit)).
To save changes, click Apply Changes.
To add a filter, complete the appropriate fields and click Add button:

« Direction — direction of packet transmission (outgoing/incoming);

+ Source MAC Address — add source MAC address for which you want to set restriction/access.

+ Destination MAC Address — add destination MAC address for which you want to set restriction/access.
* Rule Action — packet processing policy (Deny (drop out) / Allow (transmit));

« WAN Interface — incoming interface.

The added filters are displayed in the filter table below — Current Filter Table. The Rule action field displays the
type of rule created (Allow or Deny traffic transmission). To delete a certain rule in the list, select it and click
Delete Selected, to delete the entire list, click Delete All.
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6.4.3.4 Port Forwarding submenu. Configuring port forwarding

This section contains Current Port Forwarding Table displaying information on port forwarding. Entries in this
table allow you to automatically redirect shared network services to a specific computer behind the NAT
firewall. These settings are only necessary if you want to deploy a host, such as a web server or mail server, on
a private LAN behind the NAT firewall of the router you are using. To save changes, click Apply Changes.

Services - Firewall — Port Forwarding

[State Port Forwarding
[MLan
.WAN Entries in this table allow you to automatically redirect cormmon network services 1o a specific machine behind the NAT firewall, These settings are only
= recessary if you wish 1o host some sort of server like a web server or mail server on the private local network behind your Gateway's MAT firewsall,
i Services
Corice Apply Ch
ing: i Elgle (k3
s Port Forwarding: Disable Enable oty 0
iFirewall
[Clae Enable Application:
|_.IPfF'Drt Filtering Local Remote
|_ MAC Filtering Comment Local IP Port :;';ﬁ?lta Protocol Remote IP Port Es:':ot? Interface II\L'T Atk
~ : from from B
| |Port Forwarding -
["JURL Blocking U
| |Damain Blocking O
[|otz A
[P -
[CIre O
[l &dvance O
| Diagnostics M
| &drmin o
[ Statistics -
O
(]}
O
El
[
Add
Current Port Forwarding Table:
Select Comment Local 1P Address Protocol Local Port Enable P Interface L
Host  Port loopback
| Delete Selected | | Delete all |

To add an entry to Current Port Forwarding Table, select Enable and complete the appropriate fields:

« Application — there are presets in the menu for port forwarding of different applications;

+ Comment — write comment for the entry;

+ Local IP — the local IP address to which the forwarding will be performed;

+ Local port from/to — specify range of the local device ports for forwarding;

* Protocol — select protocol (TCP, UDP or both);

* Remote port from/to — specify initial port of the incoming connection. The field "Remote port to" will be
filled in automatically;

« Interface — select interface;

« NAT-loopback — NAT loop allows you to transfer requests from the local network to the router, so, for
example, you can check the operation of the created rules.

After completing the fields to add an entry, click Add. To delete a certain entry, select it and click the Delete
Selected button, to delete the entire table — Delete All.
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6.4.3.5 URL Blocking submenu. Configuring the Internet access restriction

The URL filter performs full analysis and control for access to certain Internet resources. In this section you
may set and view a list of prohibited/allowed URLs to visit. Here you can add a prohibited/permitted FQDN
(Fully Qualified Domain Name) with the Add button, keyword filtering is also possible. The added restrictions
are displayed in URL Blocking Table and Keyword Filtering Table, to delete a specific URL or keyword from the
table, click on it, and then on the Delete Selected button. To remove all restrictions, click Delete All.

Services — Firewall — URL Blocking

|—- |Port Forwarding
["|URL Blocking
f |Dornain Blocking

[Status URL Blocking
|LAN
LWAN This page is used 10 configure the Blodked FODM (Such as tw.yahoo.com) and filtered keyword, Here you can add/delete FQDM and filtered keyward.
mServices . ~
[MoHee URL Blocking: ®pissble  OEnable | 4pply Changes |
[CHS
JFirewall Foom:[ | [emd]
[ac ]
|' IFPort Filtering URL Blocking Table:
[7Jmac Filtering Select —

| Delete Selected | | Delete a1l |

Cove e — )
[JuprP
|— RIP Keyword Filtering Table:
|

i Advance Select Filtered Keyword
|mDiagnostics
i adimin | Delets Selected | | Delets all |
[ Statistics

* URL Blocking (Enable/Disable) — enabling/disabling URL-Blocking;
« FQDN (Fully Qualified Domain Name) — full domain name;
+ Keyword — keyword.

To save changes, click Apply Changes.

6.4.3.6 Domain Blocking submenu. Setting up Domain Blocking
This section is used to specify domain blocking.

Services - Firewall -~ Domain blocking

I Status Domain Blocking Configuration
L\L:EN This page is used to configure the Blocked domain, Here you can add/delete the blocked domain,
I Services e
[MoHee Domain Blocking: ®Disable O Enable | Apply Changes |
[oNS
i Firewall Domain: : |E|
oL T
|— |IP/Port Filtering
["|Mac Filtering Domain Blocking Configuration:
[MPare Forwarding Select Domain

["JURL Blacking
|—,D0main Blacking
[M|omz
[CJupnp
[re
|l Advance
|l Diagnostics
|l Adrmin
|l Statistics

| Delete Selected | | Delete all |

To block a domain, select Enable, complete the Domain field and click the Add button.

+ Domain Blocking (Enable/Disable) — enable/disable blocking;
+ Domain — domain name.
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To save changes, use the Apply Changes button. All blocked domains are listed in the Domain Blocking
Configuration table, to remove the block for a certain domain, select it and click Delete Selected, to remove all

restrictions, click Delete All.

6.4.3.7 DMZ submenu. Configuring demilitarized zone

When setting IP address in the DMZ Host IP Address field, all requests from the external network that do not
meet the Port Forwarding rules will be sent to the DMZ host (a trusted host with the specified address located

in the local network).

Services - Firewall -~ DMZ

[ Status
[(JLan
AN
I Services
[M|oHce
WoNS
iFirewall
[aLe
[1P/Port Filtering
[ |Mac Filtering
F;F‘Drt Faorwarding
["|URL Blocking
F,Domain Blocking
[Momz
[MJuPrp
[(rie
[l Advance
| Diagrostics
| &drnin
| Statistics

DMZ Configuration

& Demilitarized Zone is used to provide Internet services without
sacrificing unauthorized access to its local private network, Tvpically the
DMZ hiost contains devices accessible to Internet traffic, such as Web
(HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers,

DMZ Host: ®@Disahle  OEnahle
DMZ Host IP Address: 0.0.0.0

| Apply Changes |

+ DMZ Host (Enable/Disable) — enabling/disabling the host;

* DMZ Host IP Address — IP address.

To save changes, click the Apply Changes button.

6.4.4 UPNnP submenu. Automatic configuration of network devices

In this section, you may configure the Universal Plug and Play (UPnP) function. UPnP provides compatibility
with network equipment, software, and peripherals.

Services - UPnP

[ Status
[Lan
(AN
Wl Services
["|oHcPe
oS
i Firesseall
[MeLe
[P /Part Filtering
[7ImMaC Filtering
|—_,Purt Forwarding
["JURL Blacking
|—_.D0main Blocking
[Momz
["uPrp
[(|rIp
| Acvance
[l Diagnostics
| Admin
| Statistics

UPnP Configuration

This page is used to configure UPNPR, The system acts as a daemon when
you enable it and select WaN interface (upstream) that will use UPPF.

UPNP: ODisable  ®Enable
| &pply changes |

© To use UPnP, you need to configure NAT on the active WAN interface.
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* UPnP (Enable/Disable) — enable/disable UPnP function;
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* WAN Interface — WAN interface on which the UPnP function will be enabled.

To save settings, click Apply Changes.

6.4.5 RIP submenu. Configuring dynamic routing

In this section you may select interfaces on devices that will use RIP and its version. Enable RIP if you are
using this device as a RIP-enabled device to communicate with other users using the RIP Dynamic Routing

protocol.

Services - RIP

|_' |Part Forwarding
["JURL Blocking
[" |Domain Blodking
[Momz
[ uPrP
[RrIP
| &dvance
W Diagnostics
| Admin
[ Statistics

Enable the RIF if vou are using this device as a RIP-enabled Device to communicate with others using the
Routing Information Protocol. This page is used to select the interfaces on vour device is that use RIF and the

| Status RIP Configuration
[JLan
(AN
Services version of the protocol used,
[ |oHcP
DN RIP: ®Dissble OEnable | Apply Changes |
i Firewall
[Clacs
[ Jtp/Part Fitiering itevione:
r.MAC Filtering Receive Mode: | NOMNE «

Send Mode: NONE v
| add |

RIP Config Table:
Select Interface Receive Mode Send Mode

| Delete Selected | | Delete all |

* RIP (Enable/Disable) — enabling/disabling the use of the RIP dynamic routing protocol;

To accept and save settings, click Apply Changes.

« Interface — the interface on which RIP will be launched;
* Receive Mode — incoming packet processing mode (NONE, RIP1, RIP2, both);
+ Send Mode — transmission mode (NONE, RIP1, RIP2, RIP1 COMPAT).

RIP-enabled interfaces are displayed in RIP Config Table. To delete all entries in the table, click Delete All, to

delete a certain entry from the list, select it and click Delete Selected.
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6.5 Advance menu. Advanced settings

6.5.1 ARP Table submenu. Viewing the ARP protocol cache
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The section displays a table of learned MAC addresses. The efficiency of ARP operation largely depends on
the ARP cache, which is present on each host. The cache contains Internet addresses and their corresponding
hardware addresses. The lifetime of each entry in the cache is 5 minutes from the moment the entry was

created.

Advance — ARP table

[Status

[CJLan

AN

I Services

 Advance
["|4RP Table
|—.Bridg ing
|—.R0uting
|—.Interface Grouping
[P QoS
[|PoE Settings
|_.Link Mode

User List

This table shows a list of learned MAC addresses,

IP Address MAC Address
192,168.0.10 al:a3:fidofSof
| Refresh |

|— |Others
| IFvG
[ Diagniostics
| 2dmin
[l Statistics

* |P Address — the client's IP address;
+ MAC Address — the MAC address of the client.

To update information in the table, click Refresh.

6.5.2 Bridging submenu. Configuring Bridging parameters

In this section, you may configure bridge parameters. Here you can configure the lifetime of addresses in the
MAC table, as well as enable/disable the 802.1d Spanning Tree protocol.

Advance - Bridging

[ Status

[Lan

Ry

[ Services

i advance
[ 4RP Table
|_ |Bridging
|— |Fouting
|_ |Interface Grouping
W QoS
[|PoE Settings
|— |Lirk Mode
|— |Others
Wre

[ Diagnostics

[ A rnin

[ Statistics

BridgingConfiguration

This page is used to configure the bridge parameters, Here you can change the settings or view some
information on the bridge and its attached ports,

Ageing Time:

7200 {seconds)

802.1d Spanning Tree: ®Disabled  C Enabled

| apply Changes | | Show Macs |

* Aging Time — lifetime of addresses (sec);

+ 802.1d Spanning Tree (Enable/Disable) — enabling/disabling 802.1d Spanning Tree protocol.
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To save changes, click Apply Changes.

To view information on the bridge and its connected ports, click Show MACs.

Advance - Bridging -~ Show MACs

Bridge Forwarding Database

This table shows a list of learned MAC addresses,

|Purt||MAE Address ||Is Lucal?”AgEing Timer|

|1 ||aEI:aB:ﬁII:dEI:1“5:EIf||nD ||III.IIIl |

| Refresh | | Close |

* Port — port number;

MAC Address — MAC address;
 |s Local — local address;

« Aging Timer — address lifetime.

To update information in the table, click Refresh, to close — Close.

6.5.3 Routing submenu. Configuring routing
The section is used to configure static routing.
Advance - Routing

[ Status RoutingConfiguration
LA
LWAN This page iz used to canfigure the routing infarmation. Here you can add/delete IP routes,
|l Services
i Advance Enable:
[ [ericging Subnet Mask: :
|Fautin
|Interface Grouping
W QoS lata: |
|— |POE Settings Interface:
[ Link Mode | add Route | | Update | | Delete Selected | | Show Routes |
|_.Oihers
e Static Route Table:
I Diagnostics Select  State Destination Subnet Mask Next Hop  Metric  Interface
[ Admin
| Statistics

To add a static route, select Enable, complete the appropriate fields and click Add Route.

« Enable — add a route;

« Destination — destination address;
« Subnet Mask — subnet mask;

* Next Hop — next node;

* Metric — metric;

* Interface — interface.

Added static routes are displayed in Static Route Table. To update the information in the table, click Update, to

delete an entry from the table, select it and click Delete Selected.

To view the routes that the device frequently accesses, click Show Routes, then IP Route Table will be

displayed.
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Advance - Routing — Show Routes

IP Route Table

This table shows a list of destination routes commonly accessed by your networlk,

| Destination || Subnet Mask || Next Hop || Metric || Interface |
| 127000 || 2552552550 | * || o | lo |
| 192.168.00 || 2552552550 || * || o | bro |

| Refresh | | Close |

To update information in the table, click Refresh, to close it, click Close.

6.5.4 Interface grouping submenu. Combining interfaces into groups

In this section, you can combine interfaces into different groups. By default, all interfaces are in the same
group. To transfer the interface to a new group, you should:

1. Select a new group from the list below;

2. Select interfaces from the list of Available interfaces;
3. Pressthe arrow — to move the interfaces to the group;
4. Apply actions by clicking Apply Changes.

Advance - Interface grouping

5t Interface Grouping Configuration
[MLan
A
[l Services Select:
o Acvance Enable:
[7)arP Table
|—.Br|dg|ng
r;Rout\ng
riInterface Grouping
P Qos
["|PoE Settings e
|—|Link Mode |
[Mjothers LAHIPInterface
) | - ‘
| Diagrostics o
[l &drnin
il Statistics

Name: ‘

Grouped Interfaces Awvailable Interfaces

Anply Changes |

Name Status Interfaces Action
default Enable LANL LANZ, LANZ,LAN, LANIPINter face

6.5.5 IP QoS submenu. Configuring the quality of services provided (QoS)

6.5.5.1 QoS Policy submenu. Setting up QoS Queues

In this section, you can configure QoS queue policies for traffic processing.
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Interface Graupin - - ~
[ ping Policy: ®PRIO OWRR
P QoS

FSB‘UE IP QoS Configuration

|LAN

AN o E

[l Services 1P QoS ODisshle ®Enable
Adhvance

- r ARP Table QoS Queue Config
[Jeridging This page is used to configure the QoS policy and Queue. If select PRIO of palicy, the lower nurmbers imply greater precedence. If select WRR of
[ |Rauting policy, please input the weight of this queue, Default is 40:30:20:10, After configration, please click 'apply Changes'

r 05 Falicy Queue || Palicy || Priority || Weight | Enable
. =
@05 Classification Q Jprio | 1 | ]
[ Traffic Shaping Q2 |FRIO 2 ‘:l
r,PDE Settings Q3 |FRIO 3 - O
[CLink Made 2 R0 | 4 ]
r.Oﬁwers
_D. IPVﬁt QoS Bandwidth Config
iagnostics
[ Admin This part is used to configure the bandwidth of different type of Wan, If select Dissble, CPE will select the appropriate bandwidth based on Wan,
|l Statistics If select Enable, User is allowed 1o configure specific bandwidth of Wwan,
User Defined Bandwidth: ®pisable OEnable
Tatal Bandwidth Limit: 100000 Kb
| Apply Changes |

* IP QoS (Enable/Disable) — enable/disable configuration of QoS queues;

* Policy — select policy:

* PRIO — strict queue processing is used when selecting the PRIO policy. The smaller queue

corresponds to the highest priority;

+ WRR — weighted queue processing will be used when selecting the WRR policy. By default, weight

for queues is distributed as 40:30:20:10.
QoS Bandwidth Config
Is used to configure the bandwidth of individual services.

« User defined Bandwidth (Enable/Disable) — enable restriction;

« Total Bandwidth Limit, (kb) — bandwidth limit, kbit.
To save changes, click Apply Changes.

6.5.5.2 QoS Classification submenu. Configuring traffic classification rules

On this page, you can specify according to which fields and their values the packet will be classified, as well as

which hardware queue it will eventually belong to.

Advance - IP QoS - QoS Classification

[ Status QoS Classification
[(JLan
AN

This page is used to add or delete classicification rule. (After add a new rule, please click 'Apply Changes' to take effect.)

[ Services

l Achvance

Mark
["]4rP Table

Classification Rules

|— Bridging IDlName DrderlDSCP Mark |3l32.1p Queue
J

| WanIf Rule Detail

Delete |Edit

[ |Rauting
|—,Interface Grouping
1P QoS
|—|QDS Palicy
r,QDS Classification
|—,Traf'ﬁc Shaping
|— |POE Settings
|— |Link Mode
|—,Other5
irve
[l Diagnostics
|l Admin
[ Statistics

| &dd || apply Changes |

To add arule, click Add and complete the appropriate fields.
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|i—5taius Add QoS Classification Rules
|LAN
[ This page is used to add a IP QoS classification rule,
[l Services
il schvance
[ |ARP Table RuleName: |ruI87 |
|_ ELEgng RuleOrder: | |
[ |Routing
| Interfare Groupin
| . ping Assign IP Precedence/DSCP/802.1p
WP QoS
l |05 Palicy . |
= . v
r QoS Classification Precedence: | Clueug
["Jtraffic Shaping DSCE: | v
[|PoE settings 802.1p: [ ~|
[JLirk Mode
[ COthers Specify Traffic Classification Rules
i
ImDiagnostics 1P QoS Rule by type: OFort OEthery Trpe O1R/Protocol OMAC Address
il &dmin
[ Statistics
| Apply Changes |

* RuleName — rule name;
* RuleOrder — sequence number.

Assing IP Precedence/DSCP/802.1p — setting up the assignment of IP fields.

* Precedence — queue selection;
« DSCP — priority in the IP packet header,;
+ 802.1p — priority label in 802.1Q .

Specify Traffic Classification Rules — select traffic classification rule.

* IP QoS Rule by type — select classification rule according to the type:
* Port — according to port;
* Physiacl Port — select physical port.
*+ Ethery Type — according to Ethertype;
 IP/Protocol — via IP protocol;
« |Pv4:
* Protocol — select protocol;
+ Source IP — source IP address;
+ Source Mask — source mask;
+ Destination IP — Destination IP address;
+ Destination Mask — destination mask;
+ Source Port — source port;
+ Destination Port — destination port.

+ Protocol — select protocol;
+ Source IP — source IP address;
+ Source Prefix Length — the length of the source prefix;
+ Destination IP — Destination IP address;
+ Destination Prefix Length — the length of the destination prefix;
+ Source Port — source port;
+ Destination Port — destination port.
* MAC Address — according to MAC address.
+ Source MAC — Source MAC address;
+ Destination MAC — destination MAC address.

To save changes, click Apply Changes.
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6.5.5.3 Traffic Shaping submenu. Configuring traffic
In this section, you can specify traffic restrictions according to certain rules.
Advance - IP QoS - Traffic Shaping

|l Status IP QoS Traffic Shaping
[ClLan
AN
I Services Total Bandwidth Limit: (10000 &
 sdvance
[ 4RP Table
F‘Brldgmg
F‘Routing
F‘Interface Grouping
F QoS
r,QDS Palicy
|—,Q05 Classification
|—,Trafﬁc Shaping
F |POE Settings
F [Link Maode
F‘Others
WiPvs
[ Diagnostics
| &drnin
| Statistics

|ID |Pr|:|t|:||:|:|| |S|:|ur|:e Port |Destinatiun Port |Snurce IP|Destinati|:|n P |Rate(kh;’s) |Delete|lP VersionlDirectiun |

| add || apply Changes || Apply Total Bandwidth Limit |

+ Total Bandwidth Limit (kb) — total bandwidth limit, kbit.
To add, click Add and complete the appropriate fields.
Advance - IP QoS - Traffic Shaping — Add

I Status Add IP QoS Traffic Shaping Rule
[(Lan
[ AN
|l Services 1P ¥Yersion:
B8 ccence Direction:
[&RP Table
r‘Bridging Protocol: NONE w
[ Roung Source IP: 1
o ource Mask:
[")2os Palicy Destination IP: I:I
[]Qos Classification Destination Mask: I:I
r,TraFﬁc Shaping = S I:I
|—‘F'DE Settings ouree Fort:
[CLink Made Destination Port: I:I
[ others Rate Limit: I:I kbfs
WIPve
| Diagnostics
i 4dmin [ Clase J{ pply Changes |
|l Statistics

* |IP Version — select the IP version;

« Direction — selection of the flow type, descending or ascending;

* Protocol — protocol;

« Source IP — source IP address;

+ Source Mask/Prefix Length — mask/prefix length of the source subnet;

+ Destination IP — destination IP address;

+ Destination Mask/Prefix Length — mask/prefix length of the destination subnet;
« Source Port — source port;

+ Destination Port — destination port;

* Rate Limit (kb/s) — speed limit, kbps.

To save the changes, click Apply Changes, to cancel, click Close.
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6.5.6 PoE Settings submenu. Configuring PoE ports

This page is used to configure PoE settings. Here, you can enable/disable PoE on LAN ports; to do this, you
need to select Enable or Disable.

Advance - PoE Settings

[ Status POE Settings
ClLan
= This page is used to configure PoE settings, Here you can enable/disable PoE on LAN ports,
Wl Services
i Advance POE ®Disable () Enable

[7|&RP Table

|— Bridging Port |PsE enabled | Power | Voltage |Temperature | Detection Status |Power Classification | Error Type

I

|—,R0uting 1 Disahled

|— |Interface Grouping 2 Disabled

'-IF Qos 3 |Disabled

|QoS Policy .
4 Dizabled
F QoS Classification
F Traffic Shaping =
|— PDIIE Settings |7Apply drznezs |
I

|—,Link Mode

r,omers

WPy
[ Diagnostics
il &drnin
[ Statistics

* Port — LAN port number (1-4);
* PsE enabled:
« Enabled — PoE is enabled;
+ Disabled — PoE is disabled.
+ Power — power consumption, W;
+ Voltage — voltage, V;
+ Temperature — temperature, °C;
+ Detection Status — PoE port status;
« Power Classification — the power class of the connected PoE device;
* Error Type — type of error.

To save changes, click Apply Changes.
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In this section, you can set the mode of LAN ports operation. LAN1/2/3/4 fields are used to set up the
operation mode. Available modes are 10M Half Mode, 10M Full Mode, 100M Half Mode, 100M Full Mode and

Auto Mode (auto detection mode).

Advance - Link mode

[ Status
[MLan
s
| Services
o Aclvance
["]4rP Table
|— |Bridging
|— |Routing
|— |Interface Grouping
1P QoS
F,QDS Palicy
T.QDS Classification
[ raffic Shaping
r |POE Settings
|— |Link Mode
|— |Others
[IPvE
[ Diagnostics
| Adrnin
[ Statistics

Ethernet Link Speed/Duplex Mode

Set the Ethernet link speed/duplex mode.

LANI:
LANZ:
LANI:
LANG:

| apply Changes |

To save changes, click Apply Changes.

6.5.8 Others submenu. Additional settings

In this section, you can configure end-to-end IP transmission for WAN interfaces, as well as enable/disable

JumboFrame transmission.

Advance - Others

[status
[MJLem
AN
[ Services
il Adlvance
[74RP Table
|— |Bridging
[ Rauting
|—,Interface Grouping
P QoS
|— | QoS Policy
|— |05 Classification
r | Traffic Shaping
|— |POE Settings
|— |Link Mode
|— |Others
WP
| Disgnostics
| Admin
[ Statistics

Other Advanced Configuration

Here you can set some other advanced settings.

1P PassThrough: | NONE v | Lease Tirme:

Allowe LAN access
JumboFrame: @Dizable  OEnable

| &pply Changes |

600 seconds

To save changes, click Apply Changes.
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6.5.9 IPv6 submenu. Configuring IPv6 protocol
In this section, you can enable/disable IPv6; to do this, select Enable or Disable.
Advance - IPv6

[Status IPveConfiguration
[JLan
Ty This page be uzed to configure IPvG enable/disable

| Services
il &cdvance IPv6: ODisable @ Enable
[ JARF Table
r.Eridging P
r.RDuting | apply Changes |
r,Interface Grouping
WIr oo
|_,F'DE Settings
|_ |Lirk Mode
|—.Others
PG
[1Pve
[(RaDVD
["DHCPys
|_iMLD Prowy
|—,MLD Snooping
[ j1Pve Routing
[ J1P/Part Filtering
B Diagnostics
[ Admin
|l Statistics

To save changes, click Apply Changes.
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6.5.9.1 RADVD submenu. Configuring RADVD
The section is used to configure RADVD (Router Advertisement Daemon).
Advance - IPv6 — RADVD

[ Status RADYD Configuration
[Lam

AN

[ Services
i cvance MaxRtrAdvinterval: |6E|IZ| |

This page is used to setup the RADYD's configuration of your Device,

["]4RP Table MinRtrAdvinterval:  [195 |

| |pridging AdvManagedFlag: @off Oon
|— |Routing

|—,Interface Grouping
[IF QoS
[ '|PoE Settings [ apply changes
|—.Link Mode
|—.Ot‘ners
o IPvE
[Pve
[|RADVD
[ |DHCPye
|_.MLD Prozy
|_.MLD Snooping
[j1PvE Routing
[J1PPort Filtering
B Diagnostics
[ Admin
| Statistics

AdvOtherConfigilag: Cof ®on

 MaxRtrAdvinterval — maximum interval for sending RA (Router Advertisement);
* MinRtrAdvinterval — minimum interval for sending RA,

+ AdvManagedFlag — enable/disable sending Managed flag to RA;

+ AdvOtherFlag — enable/disable sending Other RA flag.

To save changes, click Apply Changes.
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6.5.9.2 DHCPv6 submenu. Configuring DHCPv6 Server

The section is used to configure DHCPv6 server. By default, it works in auto-configuration mode
(DHCPServer(Auto)) via prefix delegation.

Advance - IPv6 —. DHCPv6

[ Status DHCPw6 Settings
[JLan
" This page is used 0 configure DHCPvG Server and DHCPvG Relay.,
i Services
Advance
- DHCPv6 Mode: (Disable ®Enable;
[(]&RP Table
riBridging
r.RDuting Auto Config by Prefix Delegation for DHCPwE Server, | Show Client | | Apply Changes
r.lnterface Grouping
F QoS NTP Server IP: [ acd |
["|PoE settings B
|Lirk Mod
[ltink pode NTP Server Table
r.oﬂﬂers
f— Select NTP Server
|IPwE
|—' y Delete Selected | | Delete a1l |
[(raDvD
[ |DHePye
[MLD Pros
|_| Y ; Hostname: | | | Add |
|—,MLD Snooping
[]1Pv6 Rauting MACAddress: |
[ |1P/Part Filkering P Address: | |
[ Dizgrostics
[ Adrmin MALC Binding Table
[ Statistics Select Host Name MAC Address 1P Address

| Delete Selected | | Delete 4l |

+ DHCPv6 Mode — enable/disable the operation of DHCPv6 server;

NTP Server IP — specify the IP address of NTP server for time synchronization;
+ Hostname — specify the hostname;

+ MAC Address — specify client's MAC address to bind the IP address;

* IP Address — specify client's IP address to bind to the MAC address.

To save changes, click Apply Changes. Show Client button is used to view a table of active IP addresses of
DHCPv6 server.

Advance - IPv6 —. DHCPv6 - Show Client

Active DHCPv6 Clients

This table shows the assigned IF address, DUID and time expired for each DHCP leased client,

|IP Address”DUID”ExpirEd Time [sec:]|
poe b | |

| Refresh | | Close |
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6.5.9.3 MLD proxy submenu. Configuring MLD proxy function

In this section, you can enable/disable the operation of the MLD-proxy; to do this, you need to select Enable or
Disable.

Advance - IPv6 - MLD proxy

[ Status MLD ProxyConfiguration

[CJLan
AN This page be used to configure MLD Prosxy.

| Services
il &dvance MLD Proxy: Digable Enable
|—.ARP Table WAN Interface:
riBridging
r.RDuting —
[ |Interface Grauping | 4pply Changes |
iF Qos
|_iF'DE Settings
|—.Link Mode
|—.Others
Fve
[1Pvs
[JRaovD
[|oHePve
|_,MLD Prony
|_.MLD Snooping
[ J1Pv6 Rauting
[ J1r/Fart Filtering
B Diagnostics
[ Adrmin
[l Statistics

To save changes, click Apply Changes.
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6.5.9.4 MLD snooping submenu. Setting up the MLD snooping function
In this section, you can enable/disable MLD-snooping; to do this, you need to select Enable or Disable.
Advance - IPv6 — MLD snooping

i Status MLD SnoopingConfiguration
[C)Lan
AN This page be used to configure MLD Snooping.

[ Services
b Bclvance MLD Snooping: ' Disable  ® Enable
[[]ARP Table
["JBridging Apply Changes |
r.RDuting
r,Interface Erouping
|F QoS
|_ |PoE Settings
|_.Link Mode
|—.Ot‘ners
B IPve
[Py
[ |RaDvD
[ |oHcPye
|_;MLD Prosy
|—.MLD Snooping
[J1Pve Routing
[ J1P/Part Filtering
[ Diagnostics
[ & rnin
[ Statistics

To save changes, click Apply Changes.
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6.5.9.5 IPv6 routing submenu. Configuring IPv6 routes

Static IPv6 routes are configured in this section.

Advance - IPv6 - IPv6 routing

|_.Link 5 [ulw =3

|_ |Others

o IFvE
[ve

[ Status IPv6 Static RoutingConfiguration
LAM
|—' This page is used 10 configure the IPYE static routing information. Here you can add/delete stafic IP
A
routes.
| Services
I
e Enable:
[JARP Table o
r.Bridging Destination: | |
|_ |Rauting Next Hop: | |
r.Interface Grouping Metric: :
IF QoS
Interface: Any v
|—|F'DE Settings

Add Route | | Update

| Celete Selected | | Celete &ll | | Show Routes

Static IPv6 Route Table:

Select State Destination Next Hop Metric Interface

[|RaDVD
[ |oHCPve
|—.MLD Proy
|_.MLD Shooping
[ 1Py Routing
[ J1PsPort Filtering
| Diagnostics
[ Adrmin
| Statistics

« Enable — add a route;

« Destination — destination address;
* Next Hop — next node;

* Metric — metric;

* Interface — interface.

To add IPv6 routing, complete the appropriate fields and click Add Route. The added routes are displayed in
Static IPv6 Route Table, to update the information, click Update. To delete the entire table, click Delete All, to
delete one route, select it and click Delete Selected. The Show Routes button displays a table of static IPv6
routes that the network usually accesses.

Advance - IPv6 - IPv6 routing — Show Routes

IP Route Table

This table shows a list of destination routes commaonly accessed by yvour network,

Destination r:ﬁg Flags |[Metric |Ref|| Use ||[Interface
feg0:: /64 H u 256 1] 1] bro
feg0::/128 u 1] 1 1] lo
feB0::ce9d: a2ff:fedc:dcOc/ 128 u a 1 i} lo
0 ff00::/8 u [ 256 [ 2 ][zs010] bro

| Refresh | | Close |

« Destination — network destination;
* Next Hop — next node;

* Flags — flags;

* Metric — metric;

* Ref — route source;
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+ Use — route usage;
* Interface — the interface through which the specified route is accessible.

To update the table, click Refresh, to close the window — Close.

6.5.9.6 IPv6 IP/Port filtering submenu. Configuring packet filtering
The page is used to configure filtering of data packets transmitted through the gateway.
Advance - IPv6 - IP/Port filtering

[ Status IPv6 IP/Port Filtering
LAM
|—|W o0 Enitries in this table are used to restrict certain types of data packets through the Gateway. Use of such filters can be helpful in
- secuUring or restricting your local netwark,
| Services
Advance . .
- Outgoing Default Action  C'Deny @ allow
[|ARP Table )
|_,Bri dging Incoming Default Action ®Deny O Allow
[ Routing | Apply Changes |
|_.Interface Erouping
P Qas Direction: | Outgoing v | Protocol: Rule Action ® Deny O Allow
|—|PDE Settings m —— | |
[JLink Mode ource Interface ID:
[|others Destination Interface ID:
1Pyt Source Port: | | - | |
Qe Destination Port: | |- | |
['JraDvD b :
["|DHCPve | Add |
MLD Pro
N ¥ _ Current Filter Table:
|_.MLD Shooping g Port P Interf
|_|[p\f5 Rauting Select Direction Protocol  Source IP Address Interface ID D?al;i?:at;?:rn Address " EIBE'CE
[ J1p/Rart Filtering
[miDiagnostics | Delete Selected | | Delste Al |
i Adrnin
| Statistics

+ Outgoing Default Action Deny/Allow — filtering of outgoing packets;
* Incoming Default Action Deny/Allow — filtering of incoming packets.

To save changes, click Apply Changes.

« Direction — direction of packet transmission (outgoing/incoming);

* Protocol — select protocol;

* Rule Action — packet processing policy (Deny — drop out; Allow — transmit);
« Source Interface ID — source interface;

« Destination Interface ID — destination interface;

+ Source Port;

+ Destination Port.

To add a filter, complete the appropriate fields and click Add. The added filters are displayed in Current Filter
Table. To delete the entire table, click the Delete All button; to delete one filter, select it and click Delete
Selected.
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6.6 Diagnostics menu

The section is for diagnostics of access to various network nodes.

6.6.1 Ping submenu. Checking the availability of network devices

The section is designed to check the availability of network devices using the Ping utility.

Diagnostics - Ping

NTU-MD500P. User Manual

| Status
[Lan
s
| Services
| Advance
i Diagnostics
|— |Ping
|— | Traceroute
|_ |System Log
il Adrnin
| Statistics

Ping Diagnostics

This page is used to send ICMP ECHO_REQUEST packets to network host, The diagnostic result will then be displayed.

| Go |

To check the availability of the connected device, enter its IP address in the Host Address field and click Go.

6.6.2 Traceroute submenu. Network diagnostics

The section is intended for network diagnostics by sending UDP packets and receiving a message about port

availability/unavailability.

Diagnostics — Traceroute

[l Status
[MLan
(AN
Wl Services
| Advance
il Diagnostics
|— |Ping
|— | Tracerouts
|— |Systern Log
[ &drnin
|l Statistics

Traceroute Diagnostics

This page is used to diagnose the network by sending UDP-packets and receiving & message about port reach/unreachability,

Max number of hops: \:\

| Go |

To diagnose a network, you should enter an IP address of the connected device in the Host address field and
the maximum number of hops for a packet.

6.6.3 System Log submenu. Logging system events

The section is intended for configuring/saving/viewing logging of system events. Logging can be disabled/
enabled by selected Disable or Enable.

Diagnostics — System Log

| status
[Lan
e
|l Services
| Achvance
il Diagniostics
|— |Ping
|— | Traceroute
["|system Lag
| 2drmin
|l Statistics

System Log

System Log : ®Disahle  CEnahle
Log Level :

Display Level :

| Apply Changes |

|Save..‘ |

Clear Log: | Reset |

System Log

Refresh
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+ Log Level — logging level;
* Display Level — log display level;
* Clear log — clear the log.

To save the log to the local storage, click the Save button.

6.7 Admin menu

Device management section. In this menu, passwords, time, configurations and other settings are configured.

6.7.1 Settings submenu. Restore and reset settings

Admin - Settings — Backup Settings

|l Status Backup Settings
[(Lan
(AN
W Services
|l Advance
| Diagnostics
i 2dmin
i Settings
|—,Backup
|—,Update
|— |Restore Default
[)eron Settings
r,Commin’Reboat
r,LDgDUt
|—.Passw0rd
|—.F|rmware Upgrade
[(|Rermote access
|— |Time Zone
[|Tr-089
| Statistics

This page allows you to backup current settings to a file

| Backup Settings to File |

In the section, you can copy the current settings to a file (Backup Settings) by clicking Backup Settings to File.

Admin - Settings — Update Settings

W Status Update Settings
[ JLar
AN
| Services
il &dvance
[ Diagnostics
l Adrmin
i Settings
F,Backup
F.Update
F,Resh:re Default
[")eran Settings
r,Commit/Reboot
r,Logout
r,Passwurd
|— |Firmware Upgrade
r,Rethe Arcess
|— |Time Zone
["|TR-080
|l Statistics

This page allows you to restore settings from file

Restore Settings from File: | Choose File | Mo file chosen

Restore |

In the section, you can restore settings from a file that was saved earlier (update settings). Click Choose File to
select a file, then click Restore.
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Admin - Settings — Restore Default

| Status Restore Default
[MILam
(AN
| Services
|l &dvance
[l Diagniostics
 Admin
. Settings
|—‘E\ackup
[(updats
|—‘Rest3re Default
["|GPON Settings
r,CommitfRBbDDt
|—,L0g0ut
r,Password
|—,Firmware Upgrads
r,Rethe ACCESs
|—,Time Zone
[ TR-08G
| Statistics

This page allows you to restore factory default settings

| Reset Settings to Default |

In this section, you can reset the current settings to the factory default settings (Restore Default), to do this,
click Reset Settings to Default.

6.7.2 GPON Setting submenu. Configuring access to GPON
In this section, you can specify a password to activate the device on OLT.
Admin - GPON Setting

s GPON Settings
[MLaw
(AN
services
[l Advance PLOAM Password:
[ Diagnostics
i Admin [ #pply Changes |
l Settings
r,Backup
|—,Update
|—.Resture Default
[")GroM Settings
r‘CummiU’RebUDt
|—‘Logout
r‘Password
[ Firmware Upgrade
[ Remote Ancess
|— | Time Zane
[ TR-089
[ Statistics

This page is used to configure the parameters for your GPOM network access,

* PLOAM Password — password to activate the terminal on OLT.

To save the changes, click Apply Changes.
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6.7.3 Commit/Reboot submenu. Saving changes and restarting the device
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Click Commit and Reboot to reboot the device or to save changes to the system memory. It may take several

minutes to restart the device.

Admin — Commit/Reboot

[ Status
[JLan
s
[ Services
[ Advance
[ Diagrostics
 Adrmin

i Settings

|— |Backup
|— |Update
r.Resmre Default

[|GPOM Settings
r,CDmmitfReboc:t
|—.LDgDut
|—.F'asswc:rd
|—.Firmware Upgrade
|—.Remute ACcess
|—.Time Zone
[|TrR-059

[ Statistics

Commit and Reboot

Click the button below to reboot the router

| Cormmit and Reboot: |

6.7.4 Logout submenu. Log out the account

In the section it is possible to log out the account by clicking Logout.

Admin - Logout

[l Status
[CLan
AN
| Services
|l &vance
[l Diagnostics
o Admin
 Settings
r}Backup
|—.Update
|— |Restore Default
[")@Pon Settings
r,CDmmitfReboot
r]LDgout
|—.Passw0rd
|—,F|rmware Upgrade
|—,Rem0te ACCESS
|—,Time Zone
[ TR-080
[ Statistics

Logout

This page is used to logaut from the Device.

| Logout |
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6.7.5 Password submenu. Setting up access control (setting passwords)

In this section, you may change the password for access to the device.

Admin - Password

[l Status
[M)Lan
(A
|l Services
|l Acvance
[l Diagnostics
J &dmin
 Settings
|—,Backup
|—.Update
r,Rest:re Default
[7)Grom settings
r.cammiLfReboot
|—,L0g0ut
r,Password
|—.F\rmware Upgrade
|— |Femote Access
r,Time Zone
[M1R-089
[ Statistics

Password Configuration

This page is used to set the account to access the web server of your Device, Empty user name and password will disable the
protection.

UserMName:

Old Password: I:I
New Password: I:I
Confirmed Password: I:I

| apply changes | | Reset |

To change the password, enter the current password to the Old Password field, then the new password to New
Password and to Confirmed Password.

To save changes, click Apply Changes; to reset the value, click Reset.

6.7.6 Firmware upgrade submenu. Software Update

To update the software, select the software file using the Choose File button and click Upgrade. To reset the
value, use Reset.

Admin - Firmware upgrade

| Statuis

[JLam

A

| Services

| Aaclvance

| Dizgnostics

l Adrnin

 Settings

|— |Backup
r |Update

|— |Restore Default
[7)GPoM Settings
|— |Commit/Rebnnt
|— |Logaout
|— |Pasgword
|— |Firrrwears Upgrade
r.Rethe ACCess
|— |Time Zone
[ TR-D89
[l Statistics

Firmware Upgrade

Step 1: Obtain an updated software image file from your ISP
Step 2: Click the "Choose File" button to locate the image file.
Step 3: Click the "Jpgrade" buthon once to upload the new image file.

MOTE: The update process takes about 2 minutes to complete, and your Broadband Router will reboot,

| Choose File | Mo file chosen

| Upgrade | | Reset |

© During the update process, it is not allowed to turn off the device's power or restart it. The update
process may take several minutes, after which the device automatically reboots.
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6.7.7 Remote Access submenu. Configuring remote access rules

In the section it is possible to configure remote access rules using HTTP/Telnet/ICMP protocols.

Admin - Remote Access

NTU-MD500P. User Manual

WsEus Remote Access Configuration
LAN
EWAN This page is used to configure the Remote Access rules.
|l Services
A
:D' vancet. Enable:
13gNasTIcs
i drmin Service:
i Settings Interface:
’—,Backup 1P Address: |0.0.0.0
Clupdats Subnet Mask: [0.0.0.0
F.Resmre Default
[aPoN Settings Tz 1
r.CDmmit;’Reboot
[Logout [ Add |
r,Password
|—,Firmware Upgrade RA Table:
[ |Remate Access Select State Interface 1P Address Service
[[|Tire Zore O Enable [ 0.0.0.0/0 ICHP
[ITr-0s2 0 Enable Lok 0.0.0.0/0 HTTP
[l Statistics
| Delete Selected | | Toggle Selected |

Port

a0

» Enable — add a rule;
+ Service — select protocol;

* Interface — an interface to which the rule applies;

» |P Address — source |IP address;

« Subnet Mask — subnet mask;
+ Port — destination port.

To add a rule, complete the appropriate fields and click Add. The added rules are displayed in RA Table. To
activate/deactivate the selected rule, click the Toggle selected button. To delete one rule, select it in the

column Select and click Delete Selected.

6.7.8 Time zone submenu. Configuring system time

In this section you may configure system time, synchronization with Internet servers of the exact time is also

available.

Admin - Time zone

[ Status
[JLam
AN
|l Services
| &dvance
|l Diagnostics
il Adrmin
i Sethings
|—,Backup
r,Update
|—.Rest3re Default
[7)GPon sattings
r,CommitfReboot
["|Logout
r,Password
r,Firmware Upgrade
[(|Rermote sccess
|—,T\me Zone
["TR-082
[ Statistics

Time 2oneConfiguration

You can maintain the system time by synchronizing with a public time server over the Internet.

vear[2022  |Mon(t |pa7 |

Current Time :

tou[s w20 |sedst |

Time Zone Select : | Europe/Moscow (UTCHI3:00) -

[J Enable Daylight Saving Time
[J Enable SNTP Client Update
WAN Interface:

SNTP Server : ®

O |clock. fmt.he.net (Manual Setting)

| Apply Changes | | Refresh |

« Current time — current time;
« Time Zone Select — time zone;
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To save changes, click the "Apply Changes" button, and to update the information, click the "Refresh" button.
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Enable Daylight Saving Time — daylight saving time;

Enable SNTP Client Update — enable SNTP time synchronization;
WAN Interface — the interface through which the time is updated;
SNTP Server is the preferred time server.

6.7.9 TR-069 submenu. Configuring TR-069

The section is used to specify the data for configuring the device via TR-069.

Admin - TR-069

[ Stans TR-069 Configuration
LAMN
EWAN This page is used to configure the TR-069 CFE. Here you may change the setting for the ACS's parameters,
|l Services
|l Advance TROG9 Daemon: ) Dizabled
[@iDiagnostics EnableCWMPParamete: ®  Disabled
l Ad it
i Settings ALS:
|— |Backup URL: |http A |
|— |Update UserMName: | Username |
r,Rest:re Default
|— |GPON Settings Password: |passw0rd |
[commit/reboot Periodic Inform: ODisabled @ Enabled
[ JLogaut Periodic Inform Interval: |SDD |

|— |Paszword
|— |Firmware Upgrade

Connection Request:
r |Remote Access

Useriame: |admin

[ ime zone |
[(|TR-089 Password: |admin |
| Statistics path: | |
Port: |z0005 |

[Appty | | Undo |

Certificate Management:

CPE Certificate Password: |c|ient || Apply H%'
CPE Certificate: | chonse File Mo file chosen | Upload |
| choose File | Mo file chosen | upload |

CA Certificate:

TR069 Daemon — enable/disable TR-069 daemon;

EnableCWMPParamete (Enabled/Disabled) — permission/prohibition of CWMP settings;
ACS — configuring the ACS server;

URL — URL for connection;

UserName — the name of the user to access the server;

Password — the user's password to access the server;

Periodic Inform — enabling/disabling the frequency of sending messages;

Periodic Inform Interval — the time interval of sending messages.

Connection Request — authorization data for connecting the server to ONT.

UserName — user name;

Password — password for connection;
Path — connection path;

Port — port to connect to.

Certificate Management — certificate management.

CPE Certificate Password — certificate password;
CPE Certificate — select certificate for CPE;
CA Certificate — select certificate for CA.
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To save changes, click Apply, to reset — Undo.

To upload a file, click Choose File to select a file, then click Upload.

6.8 Statistics menu. Information about the traffic on the device ports

6.8.1 Interface submenu. Information about counters and errors
The section displays counters/errors in packets for each interface:

Statistics — Interface

NTU-MD500P. User Manual

| Refresh || Reset Statistics \

msEs Interface Statisitcs
Lk
E\NAN This page shows the packet statistics for transmission and reception regarding to network nterface.
| Services
i pchvance Interface Rx pkt Rx err Rx drop Tx pkt Tx err T« drop
Diagrostics LaM 1 523836 o o 62035 0 o
il Adrin L& 2 o o o o 0 o
JmStatistics LA 3 0 0 i i D 0
|— Interface L& 4 o o o o 0 o
|
[(jPon

* Interface — interface;

* Rx pkt — received packets;

* RX err — reception errors;

* Rx drop — dropped on reception;

« Tx pkt — packets sent;

« Tx err — sending error;

« Tx drop — dropped during transmission.

To update the data on the page, click Refresh.

6.8.2 PON submenu
The section displays counters for the optical interface:
Statistics -~ PON

PON Statistics

Bytes Sent 58932
Bytes Received 19633
Packets Sent 33
Packets Received 1309
Unicast Packets Sent 324
Unicast Packets Received 445
Multicast Packets Sent 0
Multicast Packets Received 549
Broadcast Packets Sent 5]
Broadcast Packets Received 315
FEC Errors 0

HEC Errors 0
Packets Dropped 0
Pause Packets Sent 0
Pause Packets Received 0
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The following statistics are available:

* Bytes Sent,

* Bytes Received,

« Packets Sent;

« Packets Received,

« Unicast Packet Sent;

« Unicast Packet Received,

« Multicast Packets Sent;

« Multicast Packets Received;
* Broadcast Packet Sent;

« Broadcast Packet Received,
* FEC Errors;

* HEC Errors;

+ Packets Dropped,

« Pause Packets Sent;

+ Pause Packets Received.
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TECHNICAL SUPPORT

For technical assistance in issues related to handling Eltex Ltd. equipment, please, address to
Service Center of the company: hitps://eltex-co.com/support/

You are welcome to visit Eltex official website to get the relevant technical documentation and
software.

Official website: https://eltex-co.com/

Download center: https://eltex-co.com/support/downloads/


https://eltex-co.com/support/
https://eltex-co.com/
https://eltex-co.com/support/downloads/
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